KOHCIIEKT «/10BeleHHe B TPYJAOBbIX KOJIUVIEKTHBAaX OCHOBHBIX
MOILIEHHHYECKHX CXEeM»

CtpeMuTenpHOE BHEJIpEHUE B TTOBCETHEBHYIO KU3ZHBb
MHGOPMAIIMOHHO-KOMMYHHUKAIMOHHBIX TEXHOJOIWH, B TOM YHCIIE Pa3lIHYHBIX
CEPBHUCOB YIAIICHHOTO JIOCTYIIA, 33 MOCJIEAHHIE OB, IPUBEIIO K CYIIECTBEHHOMY
POCTY 3apEruCTPUPOBAHHBIX KMOEPMOIIEHHHYECTB, Kak Ha TSPPUTOPHU PErHOHA
TaK U [0 CTPaHe B LIEJIOM.

3HaunTeNbHAs 4YacTh TaKUX INPECTyIUICHUH COBEPIIAETCA JIUIAMU,
BIAJCIONMMH TEpeNOBEIMH METOJaMU «COLHATbHOM HHKeHepum». Kak
TIPaBHJIO, CXEMbI XUIIEHHH BEIMIIIAT ClIeyFOLHUM 00pasoM:

Cnoco0
Kepree 3BOHAT Yepe3 MecceHIKep «Boruan, BaiiGep u T.4.»

MOIIIeHHUKH, MpEACTaBIsAsICh COTPYAHHKAMH CIy>KOBI 0€30IaCHOCTH
0aHKa 3BOHAT KIMEHTY H COOOINAIT, YTO HEOOXOAMMO IIPOM3BECTH 3aMEHY
HOMepa IPHUKPEIUIEHHOTO K JIMLIEBOMY CYeTy, 4YTOOBl TpPeAOTBPATHUTH
MOIIeHHUYeCKHe gAeicTBusA. J[HA »TOro Ipeiiaraercs YCTaHOBUTH Ha
MOOUIBHEIN Tenedon npunoxerus «RustDesk» u «Zoomy.

IMpunoxenust «RustDesk» n «Zoom» MO3BOJSIFOT MOIICHHHKaM
IUCTAHIMOHHO VIIPABIISATH MOOMIBHBEIM Tele()OHOM >XEPTBBI, M OTKpPBIBATH
npuioxeHus: «OHIalH OaHKay.

Ilpu BBOZe maposii B mnpwiokeHnH «OHnaliH OaHKa» Yy JKEPTBBI
upousBoastes cnucanusd BCEX neHexXHBIX CPEICTB.

Compyonuxku OQHKO8 He 360HAM KIUEHMAM Hepe3 MeCCeHOcepbl
«Bomuan», «Baiibep» «Tenezpam» u He nped1azarom CKA4Ueamsy pasiuiHsle
NP UNOHCEHUA U NPOZPAMMBL.

Cnoco0
XHIeHUS JeHEeKHbIX CPeCTB ¢ HCMO0J/Ib30BaHHEM NPHUJIOKEHUsI-CEepBHCa
«BlaBlaCar, ABUTO, IOJIA u 1.1.»

[lpy COBepIIEHUH MPECTYIUIEHHs, 3JOYMBIIUIEHHUKH HCIIOIB3YIOT
obuIMaTBHEIA caiT https://www.blablacar.ru (mpunoxenus cMapTQOH Ha
Android, IOS), B KOTOpOM CO3HAIOT AaKKAayHT HECYIIECTBYIOIIEro JHIa
(helikoBbIi), MpeIaralolero yCIyru IePEBO3KU MacCaXUPOB, I/le YKa3hIBarOT
MapLIpyT IepeaBrkeHus. [Ipy NosBIeHNM KIMEHTa HA yKa3aHHOe HallPaBIICHUE
1 yTOYHEHUE BPEMEHH U YCIIOBUH MOE3/IKH, 3I0yMBIIUIEHHUK IO Pa3sIMIHBIMU
mpeyIoraMy, TpeljaraeT yiTy ©3 OQMIHANbHOTO caiTa Ha OOLICHHE B
Mmeccenkepsl (Botuarm, Baiibep), B KOTOPBIX KIMEHTY IpeJiaraeTcs OIUIaTUTh
Ioe3Ky, SKOOBI Ha opHIuaIbHOM caite. Ilocie moyueHus corjlacus KIHUEeHTa,
eMy @0 CpEICTBOM MeCCEHXepa, IOCTylaeT CChUIKAa Ha IOJIeIbHBIN
((UIIMHTOBBIN) CAlT, IPHU NEPEXOJIE MO0 KOTOPOH, OTKPHIBACTCS KOKHO» OILIATHI




BHCIIIHE CXOXHM C OQHIMAIBHBEIM CaiTOM, Iie 3JIOYMBILIUICHHHK IIpejJiaraer
BHECTH DEKBU3HTHI OAHKOBCKON KapThl JIS OIUIATHl moe3nkw. [locie BBOJIa
PEKBH3HTOB IIPOUCXOAUT CIMCaHUE ICHEXKHBIX CPEMCTB, a «(eHKOBbI» aKKayHT
yaajnsercs.

He nepexooume no ccorikam u ne noxudaiime opuyuansuie caiimot
RPUNLOJCEHUIL, YMOoGbI He crantb HCEPMBOU MOULEHHUKOS.

Cnocoo
XUWEHUA OCHEIHCHBIX CPEOCME NOO RPEON020M RPUOOPEemenUs Ounemos
6 meamp (Kunomeamp)

IIpu coBepleHHH MPECTYIUICHHUS, 3I0YMBIITEHHHKH HCIIONB3YIOT CailT
3HaKOMCTB « THHJIEP», C IIOMOIIBIO KOTOPOTO, 3HAKOMSITCS C MOJIOIBIMH JIIOIBMA.
[laiee, OX PasIMYHBIMU MPETOTaMH, 3JM0YMBIILTEHHHK IpEIaraet nepeiTu
UL TalbHEHIIero oOuieHus B MecceHmkep «Tenerpamm», rue mpemaraer
[IOTEPIEBIIEMY TIOHTH B TeaTp, KHHO MIIH Ha KOHIEpT. [locie momydeHwms
COTJIacHs, MOTEPIEBIIEMY II0 CPENCTBOM MECCEHXKepa, IIOCTYIIAeT CChUIKA Ha
NOANENBHBIN (DUIIMHIOBBIN) CAlT, IMPH IIepeXofe MO KOTOPOi, OTKPHIBAETCS
«OKHO» OTIAThl BHEIITHE CXOXHM ¢ OQHUIMAIBHBIM CaiTOM: GHIETHBIX Kacc, Iie
IIOTePIICBIINH BHOCUT PEKBU3HUTHI GAHKOBCKOM KapThl U1t orutathl. [lociie BBOIA
PEKBU3UTOB IIPOUCXOJUT CIUCAHUE JICHEKHBIX CPEICTB, a «PEHKOBBIN» aKKayHT
yAaIsIeTCs.

Cnoco6
/KepTBY OOBHHSIIOT B roCH IlIeHe 32 IeHeKHbIE IIEPEBOAbI B noan3y BCY,
71100 3BOHKH OT COTPYHHKOB IPABOOXPAHHTEIbLHBIX OPraHOB
NBITAIOMMXCH NPeJOTBPATUTH HE3AKOHHOEe 0(hOpPMIIEHHE KPeaHTa.

MOoIleHHUKH ~ 3BOHAT KJIHEHTY M IPEeACTaBISIEOTCS COTPYIHUKaMH
IOJINIH, CJCICTBEHHOIO KOMUTETa, MPoKypaTyphl uim OCB. CoobmaroT, 4aTo
COTPY/IHHK OaHKa, B KOTOPOM 00CIIyKUBAETCS KITHEHT, YKPal ero [IEpCOHAIIbHBIE
AAHHBIC ¥ OCYIIECTBIIAET C €r0 CYeTa IIepeBObI B II0JIB3Y apMHUH Y KpauHbL. A Tak
K€ OTBETCTBEHHOCTB JISXKUT Ha BJIAJEIIbLIe KAPThI, KJIUEHT MOXKET ObITH OOBHHEH
B FOCYTapCTBEHHOM M3MEHE, 3@ 9TO eMy I'PO3UT 10 20 JIeT JTUIIeH s cBOGOIbL.

3aTeM MOIUEHHUKH NPENCTABISIOTCS ciyx60i Oe3omacHocTH GaHKa U
yOeXKIAIOT KIHEHTa MEepPeBOJUThL AeHbIM Ha MX CUeTa U Jae OpaTh KpemuThl,
MOTHBUPYS STO T€M, YTO TaK OHH CMOTYT BBIYHCIUTH IPECTYIIHUKA BHYTPU
Oanka.

Compyonuku npasooxpanumensHvlx CHMpPYKMyp HUK020a4 He 360HAM
2padHCOAHAM C Yeblo obe3onacums ux 6aHKOBCKUe cuemad.

Crnoco6
3apaboToK Ha Pa3IHYHBLIX HHTEPHET-IIOWAI0K
(bup:xa, 'a3HpOMHHBECTHTIHY U T.J.)

I'panaHe CaMOCTOATENBHO, 4Yepe3 HHTEepHET 100, depe3 3BOHOK
OCYILECTBIISIEMBIH 3JI0YMBIIIIEHHAKAMH, CTAHOBATCS YYaCTHHKAMHU DPa3IHIHBIX
MHBCCTUIIMOHHBIX MPOEKTOB. MX yOeXmaroT MOy4acTBOBATH B BBIFOIHBIX
MHBECTULHAX M MOJIYYUTH OIPOMHYIO MPHOBLIb, 3aPETUCTPUPOBAB aKKAYHT Ha




DJICKTPOHHOW  TOproBod Imomanke (Gupike), Koropas sKOOGBl HMeeT
OoUUHMANBEHEIA CTAaTyC, OIHAKO SBIISETCS SMYJISTOpoM. Tak e COTpYAHUKHU
OpraHU3alliy yOeKIaloT I'paKJaHrnHa, 4TO OyIyT KOHCYJIbTHPOBAThH €r0 B XOJE
TOPI'OB X N'OBOPUTH, KOI'/Ia COBEPIIUTH MOKYIKY WJIM IPOAAXy aKTHUBOB, YTOOBI
CHEJIKH rapaHTAPOBAaHO NIPUHOCHIIA MPHUOBLTE. B mpomecce Topros rpakiaHuHy
JIAIOT BO3MOKHOCTH HEMHOTO 3apaboTaTh U BRIBECTH HA CBOW OAHKOBCKHH CYET,
HeOoublIIyto cymMmmy neHer. [Tocne dero, ¢ Lemnpko noxydeHus eme 6oee BBICOKUX
OVWBUIEHIOB  [pelaraloT  IepeBecTH  Ha  IIOJKOHTPOJIbBHBIE  cuUeTa
3JIOYMBIIIJIEHHUKOB KpYyITHBIE CyMMEBI JeHer. Korga denoBek HaMepeH BBIBECTH
MOJIy4eHHYI0 NpUOBUIb, €My II0Jl Pa3fUYHbIMU IpPEJIOTaMH OTKa3bIBAIOT U
yOeX1al0T COBEPIIUTH €Ille HEeCKOJIBKO TapaHTUPOBAHHO BBITOJHBIX CHEJIOK, B
pe3yJibTaTe KOTOPBIX HHUYEro He IIOAO3PEBAIOIIMN Tpa)XTaHWH, I10J ITOJHBIM
KOHTpOJIeM OPOKEPOB, COBEPIIAET 3aBEIOMO YOBITOUHBIEC OIIEPAIIUU U TEPSIET BCE
HaKOIUJICHHUS C JIMIEBOTO CUeTa. '

Ilpu obnapysrcenuu 6 cemu unmepHem pekiamovl 1O 0ONOJTHUMETbHOMY
3apabdomKy Ha PpA3NUYHBIX  OUpPIICEBIX NAAmpopmax, 3HaAme IMo
mouwennuku. He nepexooume Ha OaHHble caiimebl, umobObl He Ccmamo
HCEPMBO U MOUICHHUKOG.

Cnocob
Coobmenue o B3;iome EquHoro mopraJjia rocyiapcTBeHHbIX H
MYHHIHIOAJbHBIX YCJIYT

OnHMM U3 pacIpOCTPaHEHHBIX CIIOCO00B XHUIIICHUN ACHEXHBIX CPEJICTB B
IocjIeHee BpeMs SBIAETCA IIOJy4eHHEe HECAaHKIMOHUPOBAHHOTO JOCTyNa K
JTUYHOMY KaOMHETy IoJsib3oBareis cepBuca «[ocycmyru». XKepTBe mocTymaer
3BOHOK OT 3JIOYMBIIUIEHHHUKA, KOTOPBIHA IIPEICTABISAETCS ONEPATOPOM CIIYKOBI
noanepxku EnuHoro moprana rocyapcTBEHHBIX U MyHHIUITAIBHBIX YCIYT, TIE
COOOIaeTcss O TOM, 4YITO IIPOM3OIIET HeNpaBOMEPHBIM MOCTYN K JIHYHOMY
KaOWHETy, ¥ JJI [IPEeJOTBPAIICHUS HEOOXOMUMO COOOIIUTEH IIOCTYIAKOIINE Ha
Tene@oH TIpaXkKIaHWHA COOTBETCTBYIOIIHWE KOABL. IIpW COOGIINEHHH KOIOB
3JIOYMBIIIJIEHHUKH IIOJIy4arOT JOCTYIl KO BCEM CEpBHCaM MOpTajla C aKKayHTa
JKePTBBI U MMEIOT BO3MOJKHOCTH MOJaTh 3asiBKy Ha OQOpMIIEHHE W IOJIYUYCHUS
KpeauTa ¢ MOCHEAYIOUINM IEPEeBOJOM JEHEXKHBIX CPEJACTB Ha MOJIKOHTPOJIbHBIE
cyera.

Compyonuxku EOunozo nopmana 20cy0apCcmeeHHbIX U MYHUUURAIbHBIX
yeaye(locyenyzu)  HuKo20a  He  360HAM  2PAMNCOAHAM  C  UEIbIO
HEeCAHKUYUOHUPOBAHHO20 O0ocmyna K JuuyHomy Kaounemy. CoznacHo
UHCMPYKYUU U BPEO0CHIABIACMBIX YCIY2Z, HOJIb30BAMENL CAM OCYU{ECMENsem
360HKU 6 CIYIHCOY NOOOEPIHCKU nOpmMALA.

Cnocoo
HCepmee 360HAM npedcmae.fmﬂcz; compyduummu onepamopoe COmoBoi
ceasu «bunaiin, Tene2, MTC, Mezaghon 1 m.o.».
MOIlIEeHHUKY TIPENCTABISISICh COTPYIHUKAMHU OIlepaTopa COTOBOM CBSI3H U
COOOIIAIOT, 4TO HEOOXOIUMO OOHOBHTH MPHUIIOKEHHE OTlepaTropa CBS3U HIIH



YIy4dIIUTh TapU(HBIA IJIaH, JJIS 3TOr0 HEOOXOIHMMO CKadaTh Iporpammy
KOTOpasi IO3BOJIUT BHECTH BBIIIEyKa3aHHblE W3MeHeHus. Jlid 3Toro
IpeIaraeTcsi yCTAaHOBUTH Ha MOOMIBHEIN TenedoH npuinoxenus «RustDesk» u
«Zoomy. Ilpunoxenus «RustDesk» u «Zoom» ImO3BOISAIOT MOIICHHUKAM
JIMCTAHIIMOHHO YIPAaBIATh MOOWIBHBIM TeNe(OHOM XKEPTBBI, M OTKPBIBATH
npunoxeHus «OHaiH 6aHKay, ¢ LENbI0 XUILEHUS JEeHEXKHBIX CPEICTB.

CompyonuKku onepamopoé cOomo6ou C6A3U He 360HAM KIUEHMAM C
NpPeOI0HCEHUAMU YCIAHO8 UMb HPOZPAMMHOE 0becheuenue Ha meaedon. Ilpu
HOCMYNIEHUU MAKUX 3860HK08 He00X00UMO OMKIOHUMb 6bl306, YMOoObl He
CMamp Hcepmeo MOWEeHHUKOG.

Cnocob
Jrcepmee 360HAM yepes meccenocep «Tenezpammy.

MOoIIeHHUKHA TIPEJCTaBISIIOTCS PYKOBOAUTEISIMA T'OCYJIapCTBEHHBIX H
KOMMEpPUYECKHX OpraHu3allvii, rle OCYIIECTBISIIOT TPYAOBYIO I€ATEIBHOCTH
rpaxgaHe M COOOIIAal0T, YTO MM MOCTYIHT 3BOHOK OT IIpeACTaBUTENEH
paznuuHbiX cinyx6 «®Cb, MBJI, MunucrepctBa IOctuiuu, IIpokypatypsl,
[lenTpasibHOrO 0aHKa WU T.A.», yKa3aHUs KOTOPHIX HEOOXOAMMO BBIMIOJHUTH
HezaMeanuTeNnbHO. [IpW moCTymieHMHM 3BOHKA OT BBIIIEYKa3aHHBIX CIyxkO,
’KepTBe COOOIIAIOT O TOM, YTO HEOOXOIUMO MPOBECTH MAHUITYJISAIHH II0 BCEM
UMeroIUMcsl OaHKOBCKMM CYeTaM W KapTaM, HaXOIAIIUMCS B ITOJb30BaHUHU
rpaxzaad. B  mpomecce ob6mMaHa Ha  IOTepIieBIIET0  O(QOPMIISIOTCS
MHOTOMUJUIMOHHBIE KpeIWThl. JlaHHBIE HAEUCTBUS NpPUBEAYT K XHUIICHHUIO
NEHEXHBIX CPEICTB KaK JUYHBIX, TaK U KPEUTHBIX.

Ilpu nocmynnenuu coodwjeHuii u4epe3 mecceHOdxycepbl «Bomuany,
«Baiioep», «Tenezpamm» om pyKosooumeneii opzanuzayuii 3natime, umo Bac
neimaiomeca 0o0manyms, u noxumums Bawu oenesrcnovle cpeocmea. Ymo 0oi
He cmamb JHCepmeol OAHHOU NPEeCHYRHOU cXeMbl, 0 6cex NOCHYRUBUIUX
mMaKkozo pooa COOOWeHUAX He3aMeONUmeIbHO OOK1A0bleamb CEOEMY
HenocpeocmeeHHOMYy PYKOBOOCMEY.

OOOII MexmvynuuunansHoro ynpasierauss MB/[ Poccun
«BonromoHckoe»



